
Saint Petersburg 
3-4 November 2017 

Asyncio & SMTP 

Konstantin Volkov 



Own SMTP server – why? 

• Cloud Email Security service 

• SLA 99.999% 

• 1M+ users over the world 

• Corporate instructions and practices 

• Agile configuration 

• Internal services integration 

• Guaranteed quality 
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SMTP Python history 

• 1965 - First email 
• 1982 - SMTP (Simple Mail Transfer Protocol) 
• 1994 - Python 1.0  
• 1997 - smtplib  
• 2000 - Python 2.0 
• 2001 - smtpd.py  
• 2008 - ESMTP (extended SMTP)  
• 2014 - aiosmtpd, aiosmtplib 
• 2017 - you are here 
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SMTP 

> 220 example.org ESMTP Sendmail 8.13.1/8.13.1 
HELO mailout1.phrednet.com  
> 250 pleased to meet you  
MAIL FROM:<xxxx@example.com>  
> 250 Sender ok  
RCPT TO:<yyyy@example.com>  
> 250 Recipient ok  
DATA  
> 354 Enter mail, end with "." on a line by itself  
This is test message.\r\n.\r\n  
> 250 Message accepted for delivery 



ESMTP 
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ESMTP 

> 220 example.org ESMTP Sendmail 8.13.1/8.13.1 
EHLO mailout1.phrednet.com   
> 250-smtpserver 
> 250-AUTH LOGIN PLAIN 
> 250-8BITMIME 
> 250-STARTTLS 
> 250 PIPELINING  
 



STARTTLS 

> 220 example.org ESMTP Sendmail 8.13.1/8.13.1 
EHLO mailout1.phrednet.com   
> 250-smtpserver 
> 250-AUTH LOGIN PLAIN 
> 250-8BITMIME 
> 250-STARTTLS 
> 250 PIPELINING  
STARTTLS 
> 220 Ready to start TLS 
 



smtplib 

• 20 years old 

• Supports ESMTP 

• Supports SSL/STARTTLS 

• Direct socket handling 



smtplib 



smtpd 

• 17 years old 

• Based on asynchat/asyncore 

• Written by Barry Warsaw 

• Basic ESMTP support 

• No encryption 



smtpd 

selector SMTPChannel 

SMTPServer 

data 

Email received Register channel class 



smtpd 
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aiosmtpd 

• 3 years old (new) 

• Based on asyncio 

• Written by Barry Warsaw to replace smtpd 

• Full ESMTP support 

• SSL support (+ STARTTLS) 



aiosmtpd 

asyncio loop 

Protocol  factory 

SMTP (protocol) 

Handler 

Transport 



Asyncio StreamReaderProtocol 

Loop Transport Protocol 
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Asyncio StreamReaderProtocol 

Loop Transport StreamReaderProtocol 

StreamReader StreamWriter 

Coroutine 
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Enhancements 

• More control over SMTP commands 

• Context between commands 

• Encryption 

• Stability 

• Clear code 



Additional entities 

Handler 

Envelope Session 



StartTLS 



StartTLS 



StartTLS 



StartTLS 



StartTLS 



StartTLS 



Asyncio encryption 

Loop Transport StreamReaderProtocol 



Asyncio encryption 

Loop Transport StreamReaderProtocol 

SSLProtocol 



StartTLS 



StartTLS 



Power 



Power 
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Disconnects 

• Request timeouts for external service 

• Happens on same period every day 

• Of cource Friday evening affected 

• No problems in monitoring 



Disconnects 



Loop concurrency 

Task 1 sends data 

Task 1 awaits response 

Task 1 Task 2 
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Loop concurrency 

Task 1 sends data 

Task 1 awaits response 

Task 2 do blocking 
operation for 5 minutes 

Task 1 raises timeout 

Task 1 Task 2 
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Pull requests 

• 21 pull request 

• 180+ comments 

• 10 PRs was merged 

• 5 PRs substituted 

 



Contribute 



QUIT 

 

Questions? 


